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INTRODUCTION 

The Los Angeles County Sheriff’s Department (Department) is committed to providing 

the residents of Los Angeles County with the most accurate statistics and crime 

information available.  As part of its commitment to accountability and transparency, the 

Department has made risk management and crime statistics available to external 

stakeholders and the public.  However, the data has recently come under scrutiny for its 

inconsistency and inaccuracies.  As a result, the Sheriff of Los Angeles County (Sheriff) 

requested an examination be performed on the various Information Technology (IT) 

system databases existing within the Department.   

The Audit and Accountability Bureau (AAB) was tasked with performing an examination.  

Personnel from AAB, and a representative from the Technology and Support Division 

(TSD) in the capacity of a Subject Matter Expert (SME), evaluated the Department’s 

databases and IT systems directly related to risk management incidents and crime 

related information. 

Auditors reviewed the Department’s IT portfolio and compiled a list of IT systems 

currently used by the Department.1  The TSD has the responsibility for maintaining 

these IT systems in support of various functions of the Department. 

Auditors considered the variables involved with the technological and business aspect 

of these IT systems, duplication or redundancy of data, internal controls, policies and 

procedures, and data security.  Auditors also considered the Department Divisions, 

bureaus, and units responsible for managing, maintaining, and extracting data from 

these IT systems to be used for statistical analysis.  

The information provided in this report is intended to be a useful tool for management to 

consider the deficiencies identified in operating procedures and provided 

recommendations. 

Auditors conducted this examination under the guidance of the Generally Accepted 

Government Auditing Standards.2  Auditors determined the evidence obtained was 

sufficient and appropriate to express an opinion on whether the current structure of IT 

systems are in conformity with Departmental policies and procedures.  The examination 

1 The IT portfolio is a listing of all the IT systems known to TSD.  
2 United States Government Accountability Office - By the Comptroller General of the United States, December 2011, 
Government Auditing Standards 2011 Revision. 
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provides a reasonable basis for the findings and conclusions based on the analysis 

performed. 

BACKGROUND 

In April 2017, the Department was advised of a discrepancy stemming from the release 

of the same data type to the Los Angeles County Office of the Inspector General (OIG) 

and the Los Angeles Times (LA Times).  Discrepancies were identified between the OIG 

and the LA Times, despite both receiving their data from the Department.3 

As a result of this data discrepancy, the Chief of Custody Services Division, Specialized 

Programs, requested AAB examine IT systems used in Custody Operations (CO) to 

determine how it compiles and shares use of force and statistical data.  Auditors learned 

of various redundant IT systems operating within CO, specifically those which track use 

of force incidents.  Auditors also ascertained from custody staff certain IT systems were 

outdated, inefficient, and unreliable as to the data they produced. 

As a result of the preliminary analysis, AAB conferred with the Sheriff, who determined 

a need to evaluate the IT systems and their capabilities on a Department-wide scale.  

The scope was broadened in order to provide Department executives with a global 

perspective of the databases and IT systems in use, and their varying capabilities. 

Commander Management Task Force 

In 2011, the Department instituted the Commander Management Task Force (CMTF) 

with the goal of implementing reforms within CO.  On January 20, 2012, the CMTF 

authored a memorandum addressing IT systems used in CO.4  In the memorandum, the 

CMTF concluded the system used to track force incidents in CO, the Facilities 

Automated Statistical Tracking (FAST) system, was antiquated and incapable of being 

expanded or modified.  At the time, Custody Support Services (CSS) had relied on 

FAST for statistics related to risk management and crime incidents in CO.5  The CSS 

relied on the Custody Innovative Technologies Unit (CITU) to address the technology 

needs in CO.  The CITU was informed of the limitations to FAST, and as a result set out 

to create a replacement, the Custody Accountability Reporting Tracking System 

(CARTS).  The memorandum stated, “CARTS has languished within CITU for years.”  

                                                           
3 A Los Angeles Times reporter questioned executives from CO about the statistics they received regarding inmate 
on inmate assaults, and inmate on staff assaults which differed from what the OIG had indicated in their April 2017 
report, “Reform and Oversight Efforts: Los Angeles County Sheriff’s Department.” 
4 Titled, “Custody Automation Reporting Tracking System”, the memorandum was authored by a commander and 

was submitted to the Assistant Sheriff. 
5 The CSS is responsible for data related to CO, per Custody Division Manual, Section 2-00/060.00, Administration, 
May 2015. 
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The memorandum further asserted the CITU was never given the resources or direction 

to make CARTS a priority.   

Presently, CARTS is not fully implemented to provide its intended functionality.  The 

only CARTS modules being used are to document inmate complaints, track facility 

tours, transportation of inmates to hospitals by radio car, facility searches, and 

psychological evaluations limited to Century Regional Detention Facility (CRDF).6  In 

2012, CSS issued a bulletin regarding electronic tracking databases.  It indicated 

CARTS would eventually be merged with the electronic Line Operations Tracking 

System (e-LOTS), FAST, and the Command Accountability Reporting System (CARS)7 

in a web-based system.8   

Citizens’ Commission on Jail Violence 

In September 2012, the Citizens’ Commission on Jail Violence (CCJV) issued a report 

regarding force incidents in CO.  The scope of the report touched on a myriad of issues, 

one dealing with IT systems related to the tracking of force incidents occurring within 

CO.9 

The CCJV pointed to the Department’s inadequate data tracking systems which created 

a separate basis for questioning the reliability of force statistics.  The CCJV evaluated 

the Personnel Performance Index system (PPI) and FAST.10  Both systems track the 

use of force in different ways.  While FAST was an “event-driven” system for statistical 

purposes to track information on a variety of topics, the PPI was a “personnel-driven” 

risk management database used to organize information related to employee 

performance.   

The CCJV found PPI and FAST to be antiquated and cumbersome systems worthy of 

replacement or overhaul.  Their recommendation was for the creation of a new system 

which would provide a single data tracking for both statistical analysis and monitoring 

employee performance.11  The CCJV believed this would eliminate a source of 

inconsistent data on the use of force.  On January 11, 2017, the PPI was replaced with 

                                                           
6 A module is a software component or part of a program that contains one or more routines.  One or more 
independently developed modules make up a program. 
7 An electronic database intended to provide monthly and annual statistics for each unit. 
8 Los Angeles County Sheriff’s Department Informational Bulletin, CO Division, Custody Support Services titled 
“Electronic Tracking Databases, Bulletin #2012-01. 
9 The CCJV Report contained 64 recommendations, which were approved by then Sheriff Leroy D. Baca. 
10 Report of the Citizens’ Commission on Jail Violence, September 2012, p.44. 
11 Report from the Citizens’ Commission on Jail Violence, Recommendation 3.8, “PPI and FAST should be replaced 
with a single, reliable, and comprehensive data tracking system,” September 2012. 
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the Performance Recording and Monitoring System (PRMS),12 while FAST remains in 

use. 

The PRMS has the capability of providing real-time data; however, because of a 

backlog of information and delays in data inputting, the system is not continuously 

updated.  The use of PRMS as a historical data repository system prevents users from 

viewing complete data in present terms. 

Redundant Information Technology Systems 

During AAB’s examination of CO’s IT systems and statistical data sharing 

methodologies, custody personnel informed AAB that they enter use of force data into 

several different systems.  For example, when a use of force occurs at a custody facility, 

personnel create a record of the incident in Los Angeles Regional Crime Information 

System (LARCIS),13 FAST, e-LOTS, and their own trackers.14  Furthermore, when 

compiling statistics, personnel must reference and reconcile data from several sources. 

RISK ASSESSMENT 

Auditors assessed the associated risks related to the collection, storage, and sharing of 

data.  Auditors identified several risk factors which point to the lack of key internal 

controls and policies related to IT systems and data sharing.  Auditors used this risk 

assessment to identify gaps in internal controls, Department policies and procedures, 

inaccuracies with statistics compilation, and the sharing of inaccurate data. 

Auditors also assessed the risk factors for creating duplicate or redundant systems.  

The development of multiple systems to collect the same statistical data can create 

conflict and give the appearance of unreliable data.  The associated risks and the 

Department’s inability to recognize and address them, may call into question the 

Department’s efforts for accountability and transparency. 

PRIOR AUDITS 

Table No. 1 lists 17 prior audits performed by AAB.  These audits analyzed or used an 

IT system to gather evidence related to the audit.  The audit findings determined there 

was an inadequacy with the particular IT system analyzed, and/or made a 

                                                           
12 Per Departmental e-mail from DSB. 
13 The Los Angeles Regional Crime Information System (LARCIS) is a computerized summary of all pertinent 
information contained in a report such as all crimes listed, suspect, victim and witness information, evidence and 
stolen/recovered property, etc.  Any Department unit initiating a first report where a Uniform Reporting Number (URN) 
was issued is responsible for making the necessary entries in LARCIS. 
14 The trackers are usually on Microsoft Excel spreadsheets located in the unit’s shared files.  The trackers are 
specific to each unit using them with varying levels of complexity.  The data in these trackers are not vetted, the 
trackers are not technically supported, and there are no policies or procedures governing their use. 
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recommendation regarding the use of the IT system or the data it produced.  In keeping 

with the scope of this examination, only those audits that used IT systems related to risk 

management incidents and crime related information were examined.  The audits are 

listed in Project Number order. 

Table No. 1 – Prior AAB Audits 

Audit Name Scope IT Systems Findings 

Foot Pursuit Audit 
(Project No. 2014-8) 

Audit of foot pursuits in 
patrol 

 SBAP/RMT15 

 Foot Pursuit 
Database 

Not all patrol stations were 
utilizing SBAP/RMT 
 
Policy references a Foot 
Pursuit Database - does 
not exist 

Uniform Crime Reporting 
Assault Classification 
Audit  
(Project No. 2014-9)  
 

Audit of classification of 
assault crimes in patrol 

 LARCIS 

 SECDA16 

Not all patrol stations were 
utilizing SECDA 
 

Antelope Valley 
Obstruction Arrests Audit 
(Project No. 2015-2-A) 

Audit of obstruction 
arrests at Palmdale 
and Lancaster Stations 

 Obstruction 
Arrest Web 

Application17 

Inconsistent use of the 
system to track obstruction 
arrests 

Use of Force Audit – 
Inmates with Mental 
Health Issues - Twin 
Towers Correctional 
Facility  
(Project No. 2015-3-A) 

Audit of force incidents 
involving mental 
observation inmates in 
custody  

 CFRT 

tracker18 

 CSS tracker19 

 AJIS20 

 CARS 

 FAST 

 PPI 

Conflicts in input dates for 
CARS and FAST 
 
Use of multiple systems 
and trackers to obtain and 
reconcile audit population 

                                                           
15 The Station Bureau Administrative Portal (SBAP) is a Risk Management Incident tracking database used 
throughout the Department.  The SBAP contains several portals such as the Risk Management Tracker (RMT) and 
the Watch Commander Log (WC Log). 
16 The Sheriff’s Electronic Criminal Documents Archive (SECDA) is a web-based document management IT system 
used to store and view digitally scanned Incident Reports, supplemental reports, booking information, and other 
related criminal reports. 
17 The Obstruction Arrest Web Application is an electronic database used by the Department to track obstruction 
arrests.   
18 Custody Division Manual, Section 7-07/010.00, Custody Force Response Team, states the goal of CFRT is to 
ensure high quality force investigations through incident oversight and investigative evaluation, October 2015. 
19 The CSS tracker is an internal unit tracker. 
20 The Automated Justice Information System (AJIS) is managed by the Department and provides current information 
on the status of inmates in custody. 
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Table No. 1 – Prior AAB Audits 

Audit Name Scope IT Systems Findings 

Processing of Force 
Investigations in Custody 
Audit  
(Project No. 2015-5-A) 

Audit of force 
investigations in 
custody  

 PPI 

 e-LOTS21 

 FAST 

 Unit trackers 

Auditors utilized several IT 
systems and individual 
unit trackers to obtain 
audit population 

Use of Force Audit – 
Inmates with Mental 
Health Issues - Century 
Regional Detention 
Facility  
(Project No. 2015-8-A) 

Audit of force incidents 
involving mental 
observation inmates in 
custody  

 CFRT tracker 

 CSS tracker 

 AJIS 

 CARS 

 FAST 

 PPI 

Conflicts in input dates for 
CARS and FAST 
 
Use of multiple systems 
and trackers to obtain and 
reconcile audit population 

Use of Force Audit – 
Inmates with Mental 
Health Issues - Inmate 
Reception Center  
(Project No. 2015-9-A) 

Audit of force incidents 
involving mental 
observation inmates in 
custody  

 CFRT tracker 

 CSS tracker 

 AJIS 

 CARS 

 FAST 

 PPI 

Conflicts in input dates for 
CARS and FAST 
 
Use of multiple systems 
and trackers to obtain and 
reconcile audit population 

Detention of Individuals 
and Data Collection Audit 
– Palmdale Sheriff’s 
Station  
(Project No. 2016-2-A) 

Audit of backseat 
detentions and data 
collection at Palmdale 
Station 

 CAD22 

 RAPS23 

Improper use of codes to 
clear calls/ observations to 
document backseat 
detention 

Vehicle Impound and 
Storage Policies Audit – 
Lancaster Station  
(Project No. 2016-3-A) 

Audit of vehicle 
impounds at Lancaster 
Station 

 LARCIS 

 SECDA 

 RAPS 

Improper use of clearance 
codes and statistical 
codes for URNs  

Administrative 
Investigation Timeliness 
Audit  
(Project No. 2016-5-A) 

Audit of timeliness of 
administrative 
investigations by 
Internal Affairs Bureau 
(IAB) 

 PPI System data was 
incomplete for individual 
cases making it unreliable 
to track case status 

                                                           
21 Custody Division Manual, Section 4-01/025.05, Electronic Line Operations Tracking System (e-LOTS) states all 
custody facilities shall use e-LOTS to record and track use of force investigations.  Each unit commander shall ensure 
all necessary information is entered into e-LOTS prior to the end of the shift during which the incident occurred, 
March 2016. 
22 The Computer Aided Dispatch (CAD) system is a Department computer system used to log and document patrol-

related incidents including calls for service and deputy-initiated observations.  This system stores a permanent 

electronic record of patrol activity.  
23 According to DSB, Regional Allocation of Police Services (RAPS) is an on-line system containing information that 

forms the official record of the Department's patrol unit activity.  This information provides Department executives, 

Contract Law Enforcement Bureau and station administrators with statistical data relevant to particular policing 

jurisdictions.  The RAPS serves as a management tool for the deployment of patrol personnel, analysis of individual 

patrol unit performance, budgetary justifications and reporting to contract cities regarding levels of police services. 
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Table No. 1 – Prior AAB Audits 

Audit Name Scope IT Systems Findings 

Basic Shooting 
Requirements Audit – 
Central Patrol Division 
(Project No. 2016-8-A) 

Audit of shooting 
requirements in Central 
Patrol Division 

 WQS24 WQS is antiquated and 
unreliable; lacks internal 
controls 

Unit Level Administrative 
Investigation Timeliness 
Audit  
(Project No. 2016-10-A) 

Audit of timeliness of 
administrative 
investigations at the 
unit level 

 PPI 

 SBAP/RMT 

Unable to track status of 
cases in PPI 
 
Inconsistent use of 
SBAP/RMT 
 
Some units had individual 
trackers 

Station Jail Inmate Safety 
Checks Audit – South 
Patrol Division  
(Project No. 2016-11-A) 

Audit of Title 15 checks 
at patrol station jails in 
South Patrol Division 

 e-UDAL25 

 SBAP/WC Log 

 Mobile 
Electronic 
Station Jail 
System 

(MESJS)26 

MESJS pilot program at 
two stations: connectivity 
problems with tracking 
checks and uploading data 
to e-UDAL.  

Patrol Operations – 
Uniform Crime Reporting 
Audit  
(Project No. 2016-12-A) 

Audit of Part I and Part 
II crime classifications 

in patrol27 

 LARCIS 

 SECDA 

“Confidential” reports were 
found in SECDA; not 
compliant with policy 

CALGANG Criminal 
Intelligence System Audit 
(Project No. 2016-13-A) 

Audit of data entry into 
CalGang - Department 
wide 

 CalGang28 Problems with data entry 
and policy adherence by 
users. 
 

Use of Force Audit – East 
Patrol Division  
(Project No. 2016-14-A) 

Audit of force incidents 
in East Patrol Division 

 PPI 

 SBAP/RMT 

Inconsistencies in number 
of force incidents when 
reconciling data. 
 
Stations utilizing 
independent tracking 
systems. 

                                                           
24 The Weapons Qualification System (WQS) is an Access database program which stores weapons 
qualification/training scores. 
25 Custody Division Manual, Section 4-11/025.00 defines the Electronic Uniform Daily Activity Log (e-UDAL) as a web 
application utilized within Custody Division and all station jails for record keeping, inmate tracking, and timely data 
entry, September 2012.   
26 Mobile application used to capture events in custody for the e-UDAL. 
27 All crimes are classified as either Part I or Part II offenses.  According to the Uniform Crime Reporting Program, the 
classifications are considered indicators of the level of crime occurring within the United States.  For more 
information, refer to the U.S. Department of Justice, Federal Bureau of Investigation Criminal Justice Information 
Services (CJIS) Division, Uniform Crime Reporting (UCR) Program, and Summary Reporting System (SRS) User 
Manual. 
28 CalGang is a gang intelligence database used by the Department to track gang member and affiliate activity. 
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Table No. 1 – Prior AAB Audits 

Audit Name Scope IT Systems Findings 

Basic Shooting 
Requirements Audit – 
South Patrol Division 
(Project No. 2017-1-A) 

Audit of shooting 
requirements in South 
Patrol Division 

 WQS WQS is antiquated and 
unreliable; lacks internal 
controls 

 

EXAMINATION TIME PERIOD 

This examination was conducted from May 5, 2017, through June 26, 2017. 

SCOPE 

The examination encompassed five areas related to the Department’s IT systems and 

data sharing projects: 

 Department Entities Responsible for IT Systems 

 Department Management Forums 

 IT Systems 

 Public Data Sharing 

 Policies Related to IT Systems 

Auditors identified the IT systems which track and store risk management and crime 

related incidents.  The IT systems examined in this report (Table No. 2) are those which 

are currently in place, and have been used to compile, track, store, and disseminate 

statistical data.  Any IT system not falling within these parameters were not addressed 

in this examination.  Auditors considered those IT systems which are used to compile 

statistical data, as well as those used for disseminating data to internal stakeholders 

and interested parties (the public, the media, OIG, etc.). 

METHODOLOGY 

Auditors identified numerous IT systems, Divisions, bureaus, and units which have the 

responsibility for data collection and sharing, policies and procedures, and various 

forums related to the dissemination of data.  Auditors used several methods to compile 

sufficient and appropriate evidence for the examination. 

Auditors obtained testimonial evidence from respective Departmental personnel about 

the management and maintenance of the various IT systems.  A questionnaire was sent 

to them via Department e-mail.  Each representative was identified as a specific person 

associated with the IT system.  They were asked a series of questions related to their 

respective IT system.  Auditors also made observations and utilized historical data such 
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as previous audits conducted by AAB (Table No. 1), Department policies and 

procedures, directives, Department intranet/internet sites, and reports from external 

entities such as the County of Los Angeles Department of Auditor-Controller.   

DEPARTMENT ENTITIES RESPONSIBLE FOR INFORMATION TECHNOLOGY 

SYSTEMS 

As part of this examination, auditors identified the Department Divisions, bureaus and 

units that are the primary stakeholders for currently used IT systems.  The entities either 

manage or access Department data systems for compiling and sharing risk 

management incidents and crime related information.  The entities and their respective 

descriptions were identified according to current policy; however, this information may 

be conflicting with actual practice.  These conflicts are discussed further in the “Analysis 

of Department Policies Related to Information Technology Systems” section of this 

report.  Please refer to Table No. 2 for additional information pertaining to the IT 

systems listed in this section. 

Technology and Support Division 

The Technology and Support Division (TSD) operates under the Chief Financial and 

Administrative Officer.29  The TSD is responsible for providing technical staff services to 

the Department and ensuring all Department IT systems are implemented strategically.  

The TSD ensures security and compatibility, optimum efficiency, and the effective 

delivery of Department services integral to IT solutions.30    

Department Chief Information Officer 

The Chief of TSD (currently a Division Director) shall serve as the Department’s Chief 

Information Officer (CIO) with oversight responsibility to ensure that all technology 

programs and efforts are consistent with the Department’s IT goals.  The Department’s 

CIO is responsible for: 

 Ensuring adherence to the IT Governance process;31  

 Granting approval for all IT projects that do not require approval of the Executive 

Planning Council or higher authority;  

 Ensuring a unified Departmental effort in the development, implementation, vetting, 

and function of Department-Wide IT projects;  

 Ensuring the Department’s IT strategy and individual IT projects are coordinated with 

the County’s strategic IT plan; and  

                                                           
29 The Chief Financial Administrative Officer is the Assistant Sheriff who oversees TSD. 
30 Manual of Policy and Procedures, Section 2-10/005.00, Functions and Responsibilities, December 2016. 
31 Manual of Policy and Procedures, Section 2-10/010.00, Information Technology Governance, December 2013.  
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 Reporting the status of IT projects and programs to the Executive Planning 

Council.32 

Technology Advisory Body  

The Technology Advisory Body (TAB) operates under the TSD.  It is comprised of a 

commander of the Department and a commander from each Division, as well as a 

representative from Financial Programs Bureau.  The TAB is chaired by a commander 

from the TSD.  It is an integral component of the Department's Information Technology 

Governance process.33 

Department records show that the TAB has not convened since January 2015. 

Office of Technology Planning 

The Office of Technology Planning (OTP) operates under DSB and serves as a 

clearinghouse and advisory group for all Department IT projects.  The OTP is an 

integral component of the Department's IT Governance process.  The OTP works in 

support of the CIO.  Their primary mission is to ensure system compatibility amongst 

the various IT solutions, prevent duplication of effort, improve efficiencies within the IT 

domain, and develop IT standards by vetting new IT projects.34 

Data Systems Bureau  

The Data Services Bureau (DSB) operates under the TSD.  Their function is to plan, 

develop, coordinate, and manage IT for the Department.35 

The DSB manages and maintains the following risk management and statistical 

gathering systems: AJIS, ePCD, Narcotics Bureau’s Oracle Database Applications,36 

PRMS, SECDA, and SBAP.  

Law Enforcement Information Sharing Program 

The Law Enforcement Information Sharing Program (LEISP) operates under the 

Criminal Intelligence Bureau (CIB).  The LEISP handles the business and technical 

needs required to capture, organize and share crime data and information, both within 

the Department and outside law enforcement agencies.37 

                                                           
32 Manual of Policy and Procedures, Section 2-10/010.01, Department Chief Information Officer (CIO), December 
2016. 
33 Manual of Policy and Procedures, Section 2-10/010.02, Technology Advisory Body (TAB), December 2016. 
34 Manual of Policy and Procedures, Section 2-10/010.03, Office of Technology Planning (OTP), December 2016. 
35 Manual of Policy and Procedures, Section 2-10/040.00, Data Systems Bureau, December 2013. 
36 A group of applications used to track several operational aspects within the Narcotics Bureau. 
37 Manual of Policy and Procedures, Section 2-10/040.00, Data Systems Bureau, December 2013. 
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The LEISP manages COPLINK and the Tritech-Omega Crime Map Dashboard (LASD 

Dashboard).38 

Within the LEISP are found the Crime Analysis Program (CAP) and the Crime 

Assessment Center (CAC).39  The CAP is responsible for the supervision of the 

collection of the Department’s crime data.  The CAC analyzes crime throughout the 

entire County, without regard to jurisdictional boundaries. 

Records and Identification Bureau 

The Records and Identification Bureau (RIB) operates under TSD and is responsible for 

the collection, electronic imaging, and storage of crime reports and booking jacket 

records.  The RIB collects, collates, and disseminates crime, arrest, and calls for service 

information.  It disseminates this information to various authorized agencies and the 

public.40  

Within RIB is the Public and Law Enforcement Services Section.  It is comprised of 

seven units with a variety of functions.  One function serves to disseminate public 

Department records in accordance with various policy and governmental regulations 

allowing for their release.  If an independent oversight organization or the media request 

records or statistical data, they are referred to the Sheriff’s Information Bureau (SIB).   

The RIB manages and accesses the Countywide Warrant System (CWS) and SECDA.    

Professional Standards and Training Division 

The Professional Standards and Training Division (PSTD) reports to the Sheriff and 

Undersheriff, and is comprised of a Headquarters Unit, Internal Affairs Bureau, Risk 

Management Bureau, and Advocacy Unit.41 

The PSTD provides statistical information regarding Department personnel hit and non-

hit shooting data to the public through the Department’s Public Data Sharing and the 

County of Los Angeles Open Data websites.42  The process is discussed further under 

the Public Data Sharing portion of this examination. 

                                                           
38 The Crime Map Dashboard is an aide to identifying and monitoring crime hot spots, trends, series and activities. 
39 Current information obtained by auditors indicates the Crime Assessment Center operates under the CIB.  
Department policy indicates the CAC is in the LEISP under DSB’s purview.  Because there is no Department policy 
related to CIB, the current Manual of Policy and Procedures has not been updated to reflect the change. 
40 Manual of Policy and Procedures, Section 2-10/050.00, Records and Identification Bureau, December 2013. 
41 Manual of Policy and Procedures, Section 2-04/010.00, Professional Standards Division, needs to be updated to 
reflect the name change to the Professional Standards and Training Division and proper reporting structure, October 
2014.  
42 The Open Data Website is accessible via the Internet at https://www.data.lacounty.gov.  It is intended to 
consolidate all current publically available data into a single location and make government records easily accessible 

https://www.data.lacounty.gov/
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Risk Management Bureau   

The Risk Management Bureau (RMB) operates under the PSTD.  The RMB takes a 

proactive approach to prevent civil suits and limit Department liability by identifying and 

evaluating area and issues of potential risk.43  

The RMB manages the following risk management and statistical gathering systems: 

Crossroads, PRMS, and the Sheriff’s Online Reports Tracking System (SORTS). 

The RMB accesses the following risk management and statistical gathering systems: 

COPLINK, Custody Information Portal (CIP), Crossroads, EIITRS, FAST, LARCIS, 

Learning Management System (LMS), Palantir, PRMS, SBAP, SECDA, and SORTS. 

Sheriff’s Information Bureau 

The Sheriff’s Information Bureau (SIB) reports to the Office of the Sheriff and 

Undersheriff.44  Their primary function is to maintain the Department's Operation's Log 

and disseminate information and news to the general public, members of the 

Department, and the news media. 

The SIB does not manage any risk management or statistical gathering systems. 

Department Operations Center 

The Department Operations Center (DOC) operates under the Special Operations 

Division (SOD).  It is the management center from which necessary executive and staff 

personnel coordinate the use of Department resources during emergencies.  The DOC 

provides situational awareness as well as support for the Department and outside 

agencies.45  Daily incidents and events are reported in real time via email to Department 

executives, as well as to Los Angeles County Chiefs of Police.  In May 2017, the DOC 

became a 24-hour operational information center.46   

The DOC does not manage any risk management or statistical gathering systems. 

The DOC accesses the following risk management and statistical gathering systems: 

AJIS, COPLINK, LARCIS, and Palantir.  

                                                           
to the public.  According to the website, the Open Data Website is in its infancy with only 10 participating 
departments, including the Sheriff's Department, contributing datasets. 
43 Manual of Policy and Procedures, Section 2-04/010.10, Risk Management Bureau, October 2014. 
44 Manual of Policy and Procedures, Section 2-04/030.00, Sheriff’s Headquarters Bureau, needs to be updated to 
reflect the proper reporting structure and name change to the Sheriff’s Information Bureau, December 2013. 
45 Manual of Policy and Procedures, Section 5-06/020.50, Sheriff’s Department Operations Center (DOC), December 
2013. 
46 In a Department announcement sent via email to all Department personnel over several days in May and June 
2017, it was announced the DOC was now a 24-hour a day operation responsible for all Department notifications, the 
reporting of significant incidents, performing specialized unit call-outs, and several other duties.    
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Custody Automation 

Custody Automation (CA) operates within CO; however, their technology functions fall 

under DSB.  Their primary function is to address jail issues from a technology 

perspective.47 

Custody Innovative Technology Unit 

The Custody Innovative Technology Unit (CITU) operates under CO.  The CITU reviews 

all proposed custody technology projects prior to their acquisition or development.  The 

CITU will approve a technology initiative, project, or procurement as long as CITU’s 

recommendations are followed as they relate to the strategic CO automation plans.48  

The CITU manages the following risk management and statistical gathering systems: 

CARTS, e-LOTS, e-UDAL, FAST, Inmate Executive Dashboard (IED), Post Release 

Alert System (PRAS), and MESJS.     

The CITU accesses the following risk management and statistical gathering systems: 

CARTS, e-LOTS, e-UDAL, FAST, IED, PRAS, and MESJS.  

Custody Support Services Unit 

The Custody Support Services Unit (CSS) operates under CO.  The CSS provides 

administrative support, in-depth research, independent auditing, critical incident review, 

and policy development for CO.49  

The CSS has access to risk management and statistical gathering systems specific to 

CO.   

Criminal Intelligence Bureau 

The Criminal Intelligence Bureau (CIB) operates under the SOD.  It was established in 

October 2015 to institutionalize the integration of criminal intelligence into Department 

operations.  The CIB is tasked with the management and sharing of all crime 

information and intelligence collected by Department personnel in the course of their 

duties.50 

                                                           
47 Manual of Policy and Procedures, Section 2-10/040.00, Data Bureau Systems, Custody Automation, December 
2013.  
48 Custody Division Manual, Section 3-01/095.00, Custody Technology Projects, September 2012. 
49 Custody Division Manual, Section 2-00/060.00, Custody Services Division – Administration, May 2015. 
50 Sheriff’s Bulletin #600, Criminal Intelligence Bureau, issued November 9, 2016.  There are no Departmental 
policies corresponding to the CIB. 
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The CIB is involved in the sharing of crime information data with the public through the 

County of Los Angeles Open Data website.51  

The CIB manages the following risk management and statistical gathering systems: 

COPLINK, Crossroads, LARCIS, Palantir, and SORTS. 

The CIB accesses the following risk management and statistical gathering systems: 

AJIS, CIP, COPLINK, Crossroads, LARCIS, Palantir and SORTS.  

ANALYSIS OF DEPARTMENT MANAGEMENT FORUMS 

Department executives instituted several forums for the purposes of discussing risk 

management incidents and crime intelligence, to plan and propose crime strategies, and 

to share information regarding Department personnel and risk management incidents 

impacting Department members and the public.  These forums are for information and 

intelligence sharing, and are essential for the proper management of the organization.52 

The following portion of this report examines three current forums as well as discussing 

a precursor forum.  The purpose is to identify the topics central to each forum, the 

sources of data, and identify the end users for the data.  The information reflected in this 

portion of the report was received from a Supervising Crime Analyst at the CIB. 

Lawsuit information from individual bureaus and units are presented in summary form 

during these forums.  Although the summaries themselves are not confidential, some of 

the information reviewed may involve settlement information (Corrective Action Plan 

Information) which is protected under Attorney-Client Privilege between the Department 

and the County Counsel’s Office. 

Computer Statistics 

The Computer Statistics (ComStat) was a management tool to analyze various issues 

confronting the Department by using computer generated statistical data derived from 

CARS.  The CARS was intended to provide monthly and annual statistics for each unit 

in the following areas: administrative investigations, arrests, complaints, force incidents, 

illness or injury claims, shootings, vehicle collisions, and civil claims among other risk 

management incidents.  ComStat was discontinued in 2014 in favor of the Risk 

Management Forum. 

                                                           
51 According to a TSD memorandum, “Relocation of LARCIS and COPLINK Personnel”, issued April 16, 2015, and 
Sheriff’s Bulletin #600, Criminal Intelligence Bureau, issued November 9, 2016. 
52 In a memorandum dated November 5, 2014, from then Sheriff John L. Scott, the Department instituted the Sheriff’s 
Accountability and Formal Evaluation Initiative which included the Crime Management Forum and the Risk 
Management Forum.  The Sheriff’s Critical Issues Forum is defined in Custody Division Manual, Section 4-10/000.05, 
Sheriff’s Critical Issues Forum, December 2013. 
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Risk Management Forum 

The Risk Management Forum (RMF) was created in 2014 as an expanded version of 

ComStat.  The RMF is used to take an in-depth look at risk management issues facing 

the Department.  It utilizes data from several sources including CARS, RAPS, and 

SBAP.  Additionally, they receive data from the PSTD (for unintentional discharges), 

and a Cost of Risk Report from the County Chief Executive Office.53  The Cost of Risk 

Report lists liabilities related to claims and lawsuits paid by the Department. 

The purpose of the RMF was to have unit commanders explain and be held 

accountable for risk management issues and triumphs originating at the station level.  

The end user of the RMF data is the respective Division Chief, with information 

forwarded to the respective Assistant Sheriff, and the Undersheriff.   

Crime Management Forum 

The Crime Management Forum (CMF) is held on the first, second, and third Monday of 

every month for Patrol Operations.  The CMF was designed to review crime statistics 

from the previous month, and analyze data related to crime trends.  It was created with 

the intention of starting a conversation with the unit commanders of patrol stations and 

holding them accountable for creating plans to combat those crime trends.   

The CMF recently begun to look at data outside of the 30-day parameter, and has also 

included data on risk management incidents.  A system used to retrieve data for the 

CMF is the Crime Map Dashboard.  The data is confirmed through LARCIS.  Calls for 

service, arrests per deputy, and Proposition 4754 arrest data is compiled through RAPS 

and the Replicated Automated Justice Information System (RAJIS).55  Unit commanders 

and operations lieutenants, along with representatives from the CAC, attend the forum.   

The CAC focuses on county-wide crime analysis efforts and crime reduction strategies 

on both the local and regional level.  The CAC is a key participant at the CMF, which 

serves as an accountability mechanism to assess the effectiveness of the Department's 

crime-fighting efforts.  The CMF facilitates command staff decision-making based on 

identified crime patterns, trends, and activities. 

                                                           
53 Manual of Policy and Procedures, Section 3-10/300.00, defines an unintentional discharge as an incident in which 
a firearm has been discharged by a Department member without the deliberate intention of the user of the firearm. 
54 Reduces certain drug possession felonies to misdemeanors.  Passed on November 24, 2014. 
55 The Automated Justice Information System (AJIS) is an automated computer database managed by CO.  It 
contains the current status of inmates in custody.  The (RAJIS) enables AJIS data to be replicated on an Oracle 
server in a relational database.  The replication will ensure synchronization within five minutes of any AJIS update on 
the mainframe. 
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Sheriff’s Critical Issues Forum 

The Sheriff’s Critical Issues Forum (SCIF) is a risk management process for the 

Department’s executives and CO to review incident statistics that reflect the function 

and effectiveness of the jail facilities.  Through the SCIF process, critical incident 

statistics designated for review are examined in two sessions per calendar year.  Topics 

reviewed include, but are not limited to force incidents, employee performance 

evaluations, status of injured employees, administrative investigations, and inmate 

complaints. 

An OIG representative attends the SCIF.  Personnel attending the SCIF are provided 

materials containing statistical data which is presented at the forum.  The CSS is 

designated with the collection of SCIF data from all CO facilities and coordinates and 

facilitates each SCIF session.  Auditors learned the materials do not contain disclaimers 

or a designation stating they are official or unofficial data reports for purposes of 

dissemination. 

ANALYSIS OF INFORMATION TECHNOLOGY SYSTEMS 

The IT systems in Table No. 2 were selected for this examination.  The systems feature 

risk management incidents, crime related data, or both.  The information presented 

below was obtained from the IT SME, various Departmental employees with IT system 

management responsibilities, Department policies, and other resources such as unit 

intranet pages.  Personalized data trackers utilized by individual units were not included 

in the analysis table.  The IT systems are summarized with the following information: 

 System – System name and acronym.   

 Function – Describes which Department function it serves, and provides a brief 

description of what functionality it provides. 

 Data Type – Describes whether the data is related to risk management incidents, 

crime related data, or both. 

 Managed By – Describes the division/bureau/unit responsible for managing the IT 

system. 

 System Controls/Security – Describes whether authorization/permission is needed to 

access, input, or use the data in the IT system including password protection.  

 Data Use – Describes the end user receiving data or statistics from the IT system.  

Internal implies the data is shared with other Department bureaus/units.  External 

implies the data can be shared with OIG, the press, and the general public.  

 Policy – Describes whether Department policy or directives exist as to the use of the 

IT system.  Further describes if there are policies controlling whether data can be 

shared from the IT system. 
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 Interfaces – Describes whether the IT system shares data across other IT systems.  

Describes if it is capable of connectivity/interface functions.  

 Maintenance – Describes which unit or private industry contractor provides 

maintenance to the IT system. 

Table Highlights 

 Auditors examined 56 IT systems. 

 Seven of the 56 are specific to Patrol Operations. 
o Two track Risk Management Incidents. 
o Five track Crime Statistics. 

 Twenty-three of the 56 are specific to CO.   
o 22 track Risk Management Incidents. 
o One tracks Risk Management Incidents and Crime Statistics. 

 Six are specific to Countywide Operations. 
o Three track Risk Management Incidents. 
o One tracks Crime Statistics. 
o Two track both. 

 Four are specific to Administrative entities. 
o Three track Risk Management Incidents. 
o One tracks both Risk Management Incidents and Crime Statistics. 

 Sixteen are not specific to one area of the Department, but are rather used 
throughout the Department. 

o Five track Risk Management Incidents. 
o Seven track Crime Statistics. 
o Four track both. 

 Nine of the 56 IT systems do not have maintenance support. 

 Auditors were unable to locate Departmental policy or directives related to 42 of the 
56 IT systems examined. 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Attendance 
Tracking and 
Reporting 
(ATAR) 

Custody - Tracks 
inmate Back on 
Track and 
Education Based 
Incarceration 
(EBI) class 
attendance 

RMI56 Custody/
EBI 

Password protected 
and restricted for data 
entry. 
View only for all others. 
No training or user 
manual. 

Internal None COMPAS 
Classification 

DSB 

Automated 
Justice 
Information 
System (AJIS) 

Custody - Used 
to track inmates 
housed at LASD 
and other LA 
County agencies 

RMI Custody Authorization, Select 
Terminals, password 
protected 

Both None Local, State, 
Federal 
Agencies, 
and others 

DSB 

Case Level 
Evaluation and 
Tracking System 
(CLEATS) 

Detectives - 
Used for case 
management 

Crime57 Detective 
Bureau 

No logon or password.  
Access is controlled via 
data folder 
permissions.  Training 
is performed via a 
series of videos and 
FAQ documents. 

Internal None None No 
Maintenance 

Command 
Accountability 
Reporting 
System (CARS) 

Department-Wide 
- Used by units to 
capture events 

Both Multiple Requires user name for 
access.  

Both None SBAP No 
Maintenance 

                                                           
56 Risk Management Incident  
57 Crime Related Statistical Data 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Custody 
Automated 
Reporting and 
Tracking System 
(CARTS) 

Custody - Used 
to track inmates 
grievances and 
other RMI 

RMI Custody Authorization, 
password protected 

Both CDM PRMS, RAJIS CITU 

COPLINK Department-wide 
- Used to provide 
crime analytics 

Crime CIB Training, password 
protected 

Both None LARCIS, 
Crossroads, 
RAPS, AJIS, 
CAD 

IBM 

COPS Statistical 
Tracking 
Database 

COPS Bureau - 
Used to track 
number of arrests 
made, citation, 
vehicle 
impounds, & 
other information 

Both COPS Password protected Both None None COPS 
Bureau 

Countywide 
Warrant System 
(CWS) 

Department-wide 
- Database 
containing the 
County's active 
warrants 

Crime RIB Authorization, 
password protected 

Both MPP58 None DSB 

                                                           
58 Manual of Policy and Procedures 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

CrimeMapping 
.com 

Department-Wide 
- Used to display 
crimes based on 
categories 

Crime SOD Public Facing Website Both None LARCIS Tritech 
(Formerly 
The Omega 
Group) 

Crossroads Traffic Services 
Bureau - Used to 
track traffic 
citations 

Crime RMB Authorization, 
password protected 

Both User 
Manual 

None No 
Maintenance 

Custody 
Information 
Portal (CIP) 

Custody - Used 
to link several 
custody 
applications 

RMI Custody Authorization, 
password protected 

Both None RAJIS, 
DIMMS 

DSB 

Defendant 
Inmate 
Movement 
Management 
System (DIMMS) 

Custody - Used 
to track inmate 
movement 

RMI Custody Authorization Both None AJIS DSB 

Electronic Daily 
Activity Report 

Custody - Used 
to document 
services to 
mentally ill 
inmates 

RMI DHS/ 
DMH 

Password protected 
and controlled by DMH 
staff 

Both UNK UNK DHS/DMH 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Electronic Line 
Operations 
Tracking System 
(e-LOTS) 

Custody - Used 
to track the 
processing of  
force packages 

RMI Custody Password protected Both CDM59 None CITU 

Electronic 
Probable Cause 
Declaration 
(e-PCD) 

Department-wide 
- Used to 
accommodate all 
phases of PCD 
processing 

Both FOSS Authorization, 
password protected 

Both Training 
by FOSS, 
no policy 

None DSB 

Electronic 
Uniform Daily 
Activity Log  
(e-UDAL) 

Custody - Used 
to document Title 
15 compliance 

RMI Custody Accessed via Custody 
Information Portal 

Both CDM None CITU 

Employee 
Involved 
Incidents 
Tracking System 
(EIITRS) 

Department-wide 
- Used to track 
employee RMI 
events for 
transfer to Open 
Data Website 

RMI PSTD Authorization, 
permissions, and 
password protection 
controlled within the 
application. 

Both None PRMS SOD/CIB 

Facility 
Automated 
Statistical 
Tracking (FAST) 

Custody - Used 
to track RMI and 
crime incidents 

Both Custody Authorization, 
password protected 

Both CDM CARTS CITU 

                                                           
59 Custody Division Manual 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

FBI National 
Data Exchange 
Interface (N-DEx) 

Department-wide 
- Interface used 
to share 
COPLINK data 

Crime SOD/ 
CIB 

Not applicable, secured 
system 

External None COPLINK SOD/CIB 

Violent Criminal 
Apprehension 
Program (ViCAP)  

Homicide Bureau 
- Used to track 
Homicide Bureau 
case information 

Crime Detective 
Bureau 

Authorization, 
password protected 

Both None ViCAP No 
Maintenance 

Inmate Executive 
Dashboard (IED) 

Custody - Used 
to track inmate 
processing 
during intake 

RMI Custody Available on Inmate 
Portal 

Internal None Workflow 
Dashboard 

DSB 

Inmate Ghost 
Dashboard 

Department-wide 
- Used to track 
inmates with 
missing release 
information  

RMI Custody None Both None LAPD Ghost 
Formula 

DSB 

Inmate Reports 
Tracking System 
(IRTS) 

Custody - Tracks 
inmate 
disciplinary and 
admin reports 

RMI Custody Authorization, 
password protected 

Both CDM AJIS DSB 

Inmate Special 
Handling (ISH) 

Custody - Used 
to complement 
AJIS to identify 
inmates with 
special needs 

RMI Custody Password protected Internal None None DSB 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Inmate Transfer 
Line 

Custody - Used 
to manage 
inmate 
population and 
inmate housing 
assignments 

RMI Custody Selected Terminals, 
password protected 

Internal None None DSB 

Jail Health 
Information 
System (JHIS) 

Custody - Used 
to track medical 
information 
related to 
inmates 

RMI Custody Authorization, 
password protected 

Both MPP AJIS Cerner 
Corporation 

Jail Information 
Management 
System (JIMS) 

Custody - Used 
to track inmate 
information 

RMI Custody Authorization, 
password protected 

Both MPP None Syscon 
Corporation 

LA City Attorney 
Arrest Data 
Exchange 
(LACA) 

Used to transmit 
misdemeanor 
arrest/booking 
information to the 
LACA 

Crime TSD/ 
DSB 

Not Applicable External None LA City 
Attorney 

No 
Maintenance 

Los Angeles 
Regional Crime 
Information 
System 
(LARCIS) 

Department-wide 
- Used to track 
crime and risk 
management 
reports 

Both CIB Authorization, Training 
Required, password 
protected  

Both MPP Data 
transmits to 
other 
systems 

SOD/CIB 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

LASD Digital 
Witness -
Formerly: Crowd 
Source Multi-
Media System 
(CMMS) and 
Crowd Source 
Digital Media 
(CSDM) - 
CitizenGlobal 
.com 

Detectives - used 
to analyze public 
information to 
identify suspects 

Crime Detective 
Bureau 

None Both FOSS 
Newsletter 

None Hosting 
Website 

Learning 
Management 
System (LMS) 

Department-wide 
- Used to track 
employee 
training 

RMI ASD Password protected Internal MPP None DHR 

Mobile Electronic 
Station Jail 
System (MESJS) 

Custody - Mobile 
application to 
capture events in 
custody for the e-
UDAL  

RMI Custody Password protected Internal None e-UDAL CITU 

Mobile Event 
Tracking System 
(METS) 

Custody - Mobile 
application to 
capture events in 
custody 

RMI Custody Authorization, 
password protected 

Both None Title 15 
Dashboard 

DSB 



INFORMATION TECHNOLOGY SYSTEMS EXAMINATION 
Project 2017-2-P 
 
 

Page 25 of 38 
 

Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Mobile Inmate 
Electronic 
Tracking System 
(MIETS) 

Custody - mobile 
application to 
capture events in 
custody for the e-
UDAL  

RMI Custody Password protected Internal None DIMMS CITU 

Mobile Inmate 
Tracking System 
(MITS) 

Custody - Used 
to track inmates 
through court 

RMI Custody Available at IRC and 
court bus intake 
locations - No 
password 

Internal None DIMMS DSB 

Narcotics Bureau 
Oracle 
Database-
Applications 

Narcotics - Used 
to track several 
operational 
aspects 

Both Detective 
Bureau 

Authorization, 
password protected, 
permissions based on 
users’ role 

Internal None None DSB 

Obstruction 
Arrest 
Dashboard 

Patrol - Used to 
track obstruction 
arrests 

Crime DSB Authorization, 
password protected 

Both Field 
Operations 
Directive 

None DSB 

Operations 
Information 
Manager - Court 
Services Division 

Court Services - 
Used to track 
employee and 
event information 

RMI Court 
Services 

Authorization, 
permissions, and 
password protection 
controlled within the 
application. 

Internal None None No 
Maintenance 

Operations 
Information 
Manager - 
Narcotics Bureau 

Detectives - 
Used to track 
employee and 
event information 

RMI Detective 
Bureau 

Authorization, 
permissions, and 
password protection 
controlled within the 
application. 

Internal None None No 
Maintenance 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Operations 
Tracking System 

Palmdale Station 
- Used to track 
RMI Events 

RMI PLM Authorization, 
permission, password 
protection controlled 
within the application 

Both None Data from 
OTS 
manually 
entered into 
CARS 

PLM 

Palantir Department-Wide 
- Crime analysis 
software  

Crime CIB/ 
JRIC 

Authorization, 
password protected, 
permissions based on 
users’ role 

Both None, 
Help 
Guides 
available 

LARCIS, 
RAPS, 
RAJIS, 
Crossroads 
Etc. 

Palantir 
Corporation 

Parolee 
Probation 
Contact 
Application 
(PPCA) 

SOD - Used to 
track contacts 
made with 
parolees and 
probationers 

RMI SOD Authorization, 
password protected 

Both None California 
DOJ 

SOD/CIB 

POE e-Mail 
Violation 
Tracking 

Discovery - Used 
to track viewers 
of email 
advisement video 

RMI PSTD - 
Discovery 
Unit 

Authorization Internal UNK UNK DSB 

Post Release 
Alert System 
(PRAS) 

Custody - Used 
to alert agencies 
of AB109 inmate 
releases 

RMI Custody No user intervention 
involved - automated 
system 

Both None Custody 
systems 

CITU 

Performance 
Recording 
Monitoring 
Systems (PRMS) 

Department-wide 
- Tracks and 
stores RMI by 
personnel 

RMI  PSTD/ 
RMB 

Authorization, training 
required, password 
protected, Data Review 

Both MPP, 
User 
Guide 

EIITRS DSB 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Replicated 
Automated 
Justice 
Information 
System (RAJIS) 

Custody - Used 
to track inmates 
housed in LASD 
facilities 

RMI Custody Authorization, 
password protected 

Both None AJIS DSB 

Intelligence 
Safety System -
Vizient (ISS) 

Custody - Used 
to track medical 
events that 
occurred in error 

RMI Custody Authorization, 
password protected, 
no password required 
to report incidents 
anonymously 

Both State and 
Federal 

 UNK DSB 

Scheduling 
Management 
System (SMS) 

Executive - Used 
to manage 
employee 
scheduling and 
daily in-services 

RMI Executive Authorization, 
password protected, 
permissions based on 
users role 
 

Internal None None DSB 

Sheriff’s 
Electronic 
Criminal 
Document 
Archive (SECDA) 

Department-wide 
- Used to image 
crime and 
booking records 
for archiving 

Both RIB Authorization, 
password protected 

Both MPP None DSB 

Sheriff's Online 
Reporting 
Tracking System 
(SORTS) 

Department-wide 
- Used to track 
reports of non-
workable 
property crimes 

Crime RMB Authorization, 
password protected 

Both Field 
Operations 
Directive 

None Lexis-Nexis 
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Table No. 2 – Analysis of IT Systems  

System Function 
Data 
Type 

Managed 
By 

System Controls/ 
Security 

Data Use Policy Interfaces Maintenance 

Station/Bureau 
Administration 
Portal (SBAP) 

Patrol/custody 
(limited) - Used 
to track RMI 
events 

RMI DSB Authorization, 
password protected,  

Both None CARS DSB 

Team Activation 
Tracking System 
(TATS) 

SEB - Tracks call 
outs by the 
Special 
Enforcement 
Bureau 

RMI SOD Authorization, 
password protected 

Both None None No 
Maintenance 

TipSoft - Internal 
Notification 
System (Public 
Engines) 

Executive - Used 
to provide an 
internal Tip 
system 

Both Executive Password protected Internal UNK None Crimestoppers 
.com 

Title 15 
Dashboard 
System (T15DS) 

Custody - Used 
to track Title 15 
Compliance 

RMI Custody Authorization, 
password protected 

Both None METS CITU 

Tritech - Omega 
Crime Mapping 
Dashboard 

Department-wide 
- Used to provide 
crime analytics 

Crime SOD Authorization, 
password protected 

Internal None LARCIS The Omega 
Group 

Weapons 
Qualification 
System (WQS) 

Training Bureau - 
Used to track 
weapons training 
scores 

RMI Training 
Bureau 

Authorization, 
password protected 

Both None  None No 
Maintenance 
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ANALYSIS OF PUBLIC DATA SHARING 

Table No. 3 describes the type of data, the end users, and indicates the presence of 

policies related to the various entities with RMI and crime data sharing responsibilities.  

The table is summarized by the following information: 

 Unit – Entity with RMI and crime data sharing responsibilities. 

 IT Systems Used to Compile Data – Specific IT systems used by the unit to compile 

data. 

 Data Type – Specifies whether the unit provides RMI, crime, or both types of data. 

 Data Users – Specifies whether data is shared with Internal, External, or both types 

of entities. 

 Public Data Sharing Policies Specific to Unit – Identifies the specific policies 

corresponding to each unit. 

Table Highlight 

 Four of the eight units examined do not have specific policies governing the release 

of data to external public entities. 
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Table No. 3 – Analysis of Public Data Sharing 

Unit 
IT Systems Used to Compile 

Data 
Data 
Type 

Data Users 
Public Data Sharing 

Policies Specific to Unit 

Law 
Enforcement 
Information 
Sharing 
Program 
(LEISP) 

COPLINK, LASD Dashboard 
and records management 
system, the Advanced 
Surveillance Protection 
system, Automated License 
Plate Recognition, Acoustical 
Gunshot Detection System, 
and Advance Command 
Center Integration 

Crime Internal and 
other law 
enforcement 
agencies 

MPP § 2-10/040.00 

Records and 
Identification 
Bureau (RIB) 

CWS and SECDA Crime External MPP § 2-10/050.00 

Professional 
Standards 
and Training 
Division 
(PSTD) 

EIITRS RMI Both None 

Risk 
Management 
Bureau 
(RMB) 

COPLINK, CIP, Crossroads, 
FAST, LARCIS, LMS, Palantir, 
PRMS, SBAP, SECDA, 
SORTS 

RMI Both None 

Sheriff’s 
Information 
Bureau (SIB) 

Station/units provide data Crime External MPP § 2-04/030.00  
MPP § 3-09/090.10 

Department 
Operations 
Center 
(DOC) 

AJIS, COPLINK, LARCIS, and 
Palantir 

Both Internal and 
other law 
enforcement 
agencies 

NA – Does not share 
data with the public 

Custody 
Support 
Services 
(CSS) 

CARTS, e-LOTS, LARCIS, 
SBAP, FAST, unit trackers, 
and other custody specific IT 
systems 

Both Both None 

Criminal 
Intelligence 
Bureau (CIB) 

AJIS, CIP, COPLINK, 
Crossroads, LARCIS, Palantir, 
SORTS 

Both Both None – CIB Indicated 
policies are currently 
being drafted 
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Public Data Sharing  

The Professional Standards and Training Division (PSTD) manages the Public Data 

Sharing in an effort to build public trust and confidence, which is consistent with the 

Department’s vision of increased accountability and transparency.  The Department 

makes the Public Data Sharing available via the Internet.60 

Accessing risk management incidents and crime related data on the Department’s 

Public Data Sharing site redirects the user to the County of Los Angeles Open Data 

website.  Crime statistical data is obtained from LARCIS, while most data related to 

Department personnel shootings (risk management) are derived from PRMS.  Other 

Department personnel shooting data is entered directly into the EIITRS by PSTD.  The 

shooting data includes Department personnel shootings related to animal shootings, 

warning shots, unintentional discharge, and other shootings which are not entered into 

PRMS. 

Public Data Sharing was implemented to move forward with the Department’s vision of 

accountability and transparency to share Department personnel shootings with the 

public.  It was initially launched as the Officer Involved Shooting Tracking System 

(OISTRS).  Since data produced for Department personnel shootings are exported in a 

text format, the decision was made by Department executives to format the data into a 

more sensible database driven detailed reporting and information sharing so that the 

records could be uploaded to the County’s Open Data website.  The intent was to allow 

the public the ability to download the data for analytical and statistical reporting. 

The OISTRS morphed into the EIITRS in order to allow the tracking of force related 

incidents.  The tracking of force related incidents is currently in development.61 

The IT SME on this examination noted there was no project initiation form submitted 

prior to the development of the two systems.  Auditors also did not find policies, 

procedures, or directives guiding the dissemination of Department data to this external 

website. 

In an effort to further the Sheriff’s goal of increasing transparency and accountability, 

the AAB shares all of its audit results with the Board of Supervisors, the OIG, 

Departmental personnel, and the public we serve.  The AAB’s law enforcement 

performance audits are conducted to ensure policies and procedures are relevant and 

                                                           
60 Information obtained from the Department’s public Internet site http://www.la-sheriff.org, retrieved on June 19, 
2017. 
61 Information received from a CIB representative. 
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viable.62  The audits are published on the Department’s Public Data Sharing internet 

site. 

ANALYSIS OF DEPARTMENT POLICIES RELATED TO INFORMATION 

TECHNOLOGY SYSTEMS 

Table No. 4 provides information regarding the various Department policies and any 

related policy concerns, if any, specific to each Department entity responsible for an IT 

system.  A concern may be a need for a policy revision, conflicting policy, or lack of 

policy addressing a specific issue.  The table lists the Department entities previously 

identified in this report. 

 

Table No. 4 – Analysis of Department Policies 

Unit Analysis of Applicable Policy Policy Concern 

Technology and 
Support Division 
(TSD) 

MPP § 2-10/005.00 defines the TSD 
 
MPP § 2-10/010.00 Information 
Technology Governance process 
ensures IT projects are properly 
identified, vetted, and implemented in 
accordance with the Department’s 
strategic goals and protocols.  

Conflicting policy for 
development/procurement of IT 
systems in custody –  
CDM § 3-01/095.00 states all custody 
IT systems go through CITU for 
approval and development.  

Department Chief 
Information Officer 
(CIO) 

MPP § 2-10/010.01 defines the Chief of 
TSD shall serve as the Department’s 
CIO 

N/A 

Technology 
Advisory Body 
(TAB) 

MPP § 2-10/010.02 defines TAB 
 
Part of the IT Governance process. 
 

Has not convened since January 
2015. 

Office of 
Technology 
Planning (OTP) 

MPP § 2-10/010.03 defines OTP 
 
Part of the IT Governance process. 
 
All proposed IT projects must go through 
OTP per policy. 

N/A 

Data Systems 
Bureau (DSB) 

MPP § 2-10/040.00 defines DSB 
 
MPP § 3-07/260.10 defines the 
standards for DSB 
 

Policy section needs revision to 
reflect Law Enforcement Information 
Sharing Program (LEISP), along with 
Crime Analysis Program (CAP) and 
Crime Assessment Center (CAC), 
now fall under CIB. 

                                                           
62 Information obtained from the Department’s public internet site http://www.la-sheriff.org, retrieved on July 10, 2017.  
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Table No. 4 – Analysis of Department Policies 

Unit Analysis of Applicable Policy Policy Concern 

Law Enforcement 
Information 
Sharing Program 
(LEISP) 

MPP § 2-10/040.00 provides a 
description of LEISP 

Policy section revision needed (see 
above) 
 

Records and 
Identification 
Bureau (RIB) 

MPP § 2-10/050.00 defines RIB 
 
Numerous policy sections defining RIB’s 
role regarding collection of crime related 
information, and sharing of information 
with the public. 

N/A 

Professional 
Standards and 
Training Division 
(PSTD) 

MPP § 2-04/010.00 defines PSTD 
 
Data from PRMS is shared through the 
Department’s Public Data Sharing 
Internet site to the County’s Open Data 
Website. 

Policy section revision needed to 
reflect PSTD’s new name. 
 
No specific policy regarding the public 
data sharing process. 
 

Risk Management 
Bureau (RMB) 

MPP § 2-04/010.10 defines RMB 
 
Responsible for the Discovery Unit who 
manages Preliminary Data Entry (PDE) 
system and Performance Recording and 
Monitoring System (PRMS). 
 

No policy addressing data sharing 
with the public. 

Sheriff’s 
Information 
Bureau (SIB) 

MPP § 2-04/030.00 defines Sheriff’s 
Headquarters Bureau, precursor to SIB 
 
Data and crime information sharing 
governed by MPP 3-09/090.00, Release 
of Official Information, and Government 
Codes 6250 and 6254(f). 

Policy section revision needed to 
reflect SIB’s new name and 
responsibilities. 
 

Department 
Operations Center 
(DOC) 

MPP § 5-06/020.50 defines DOC 
 
Department announcement to all 
personnel stated DOC is now a 24-hour 
operation. 

Policy section revision needed to 
reflect DOC’s current duties and 
responsibilities as a 24-hour 
operation. 

Custody 
Automation (CA) 

MPP § 2-10/040.00 provides description 
of CA 

N/A 
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Table No. 4 – Analysis of Department Policies 

Unit Analysis of Applicable Policy Policy Concern 

Custody 
Innovative 
Technology Unit 
(CITU) 

CDM § 3-01/095.00 defines CITU 
 

Conflicting policy for 
development/procurement of IT 
systems in custody –  
MPP § 2-10/010.00 states all IT 
systems must go through the IT 
Governance process administered by 
TSD before development.  CDM 
indicates custody IT systems must go 
through CITU. 
 
CITU maintains Command 
Accountability Reporting System 
(CARS) which is used Department-
Wide. 

 
No unit orders or directives on the 
operation of the unit. 
 
No policy addressing public data 
sharing. 

Custody Support 
Services (CSS) 

CDM § 2-00/060.00 defines CSS 
 
Responsible for administrative support, 
in-depth research, independent auditing, 
critical incident review, and policy 
development for custody.  Divided into 
six teams. 
 
Data and Force Analysis Team reports 
data to Department, state, and federal 
authorities – force tracking, audits of 
CARS and FAST, provide data and 
present at SCIF. 

No policy or unit orders addressing 
data sharing with the public. 

Criminal 
Intelligence 
Bureau (CIB) 

Sheriff’s Bulletin #600 dated  
November 9, 2016, defines CIB and their 
duties 
 
Responsible for integration of criminal 
intelligence into Department operations. 
 
Shares data internally and externally. 

There are no MPP policies specific to 
CIB as of yet. 
 
Policy revisions regarding IT systems 
to reflect they now fall under CIB. 
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FINDINGS AND CONCLUSIONS 

During the course of the examination, auditors examined the IT systems, Department 

entities responsible for the IT systems, and the relevant policies and procedures.  

Auditors identified deficiencies in internal controls governing the collection, storage, and 

dissemination of risk management and crime statistical data.  Auditors obtained 

sufficient and appropriate evidence to draw the following conclusions related to the 

examination. 

There is no Department policy which defines a central clearinghouse for the purpose of 

disseminating risk management and crime statistical data to the public.  Furthermore, 

there is no vetting or approval mechanism in place to ensure the data is accurate and 

properly sourced when shared.   

The Department does not have policies and procedures for tracking information 

requests, outside of the Freedom of Information Act.  There is no defined procedure for 

logging the processing of these requests, hindering transparency and accountability. 

The use of antiquated and obsolete IT systems, and the duplication of data being 

entered into multiple systems, produces inaccurate data.  Moreover, these IT systems 

may be unreliable and must be reconciled with other IT systems to obtain accurate 

information. 

Several IT systems lack internal controls by not having policies and/or directives thus 

creating an issue with regard to accountability.  The lack of internal controls does not 

provide for standard operating procedures for the collection, storage, and dissemination 

of data. 

The Department’s IT Governance process regarding the implementation or procurement 

of IT systems has not been fully observed.  This has caused redundant or competing IT 

systems to be produced.   

The examination revealed a listing of bureaus and units responsible for the 

maintenance, management, and use of the various IT systems.  Auditors found one 

example where there is a duplication of efforts between two separate Department 

Divisions managing the Department’s public data sharing commitments. 

The Department has a substantial backlog of risk management data to be entered.  

Consequently, timely data cannot be guaranteed when reporting on risk management 

incidents. 

The examination did not specifically evaluate the accuracy of the data contained in any 

one IT system.   
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RECOMMENDATIONS 

The following recommendations are designed to address deficiencies and other issues 

identified by AAB.  They are based on the information and conclusions rendered during 

the examination.  

1. Several IT systems exist which duplicate efforts and create redundancy.  It is 

recommended the Department identify duplicate IT systems in order to consolidate 

related data into a single database source: one source for risk management incident 

data and one source for crime related data.  (Table No. 2) 

 

2. Antiquated and obsolete IT systems exist across the Department.  It is 

recommended the Department identify these systems, evaluate their continued use 

and possible replacement or decommission.  (Table No. 2) 

 

3. Not every IT system has operating procedures in place.  It is recommended the 

Department create a policy to standardize operating procedures as it relates to data 

collection, data retention, and data sharing for each IT system.  (Tables No. 2, No. 3, 

and No. 4) 

 

4. There is no central point of contact for risk management and crime statistics 

requests.  It is recommended the Department create policy addressing the need for 

a centralized point of contact for information/statistics/data disseminated to both 

internal and external stakeholders.  (Table No. 3) 

 

5. Data which has been shared is not always cited or sourced.  It is recommended the 

Department require identifying the source of the data being shared.  (Table No. 3) 

 

6. There is no defined procedure for logging the processing of information requests 

from external entities hindering transparency and accountability.  It is recommended 

the Department develop a standardized procedure for processing these requests.  

(Table No. 3) 

 

7. Data is collected from several IT systems.  It is recommended the Department 

identify a standard collection method for compiling and disseminating data (e.g., 

crime statistics derived solely from LARCIS).  (Table No. 3 and No. 4) 

 

8. There are several Department bureaus and units responsible for various IT systems 

and data.  It is recommended the Department identify these entities and define the 

systems and the data for which they are responsible.  (Tables No. 3 and No. 4) 
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9. The governance process for the implementation of IT systems has not been 

observed.  There is no single entity responsible for vetting the implementation of 

new Departmental IT systems.  It is recommended Department policy regarding IT 

governance be strengthened to add transparency and accountability to the IT 

system implementation process.  (Table No. 4) 

10. The Department’s risk management and crime statistical IT systems have 

insufficient internal controls and policies directing the collection, storage, and sharing 

of information.  It is recommended the Department request a formal audit to 

determine whether these IT systems are reliable, and the data is valid. 

Views of Responsible Officials 

A copy of the examination was provided to the Office of the Undersheriff, Countywide 

Operations, the Chief Financial and Administrative Officer (CFO), Custody Services 

Division, and the OIG.  Management from Countywide Operations, the CFO, and 

Custody Services Division generally agreed with the examination.  Professional 

Standards and Training Division, Technology and Support Division, as well as the OIG 

had additional suggestions for consideration. 
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This examination was submitted on this 10th day of July 2017, by the Audit and 
Accountability Bureau. 
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____________________ 
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Project Manager 
Law Enforcement Auditor 
Audit and Accountability Bureau 
Los Angeles County Sheriff’s Department 
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Lieutenant 
Audit and Accountability Bureau 
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Captain 
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